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Resultats UAB al Horizon Europe

81 183 72 12

Milions d’euros projectes signats | Entitat Universitat
espanyola en el  espanyola
ranquing generalista
general en nombre

de projectes

U " B Universitat Autonoma
= de Barcelona




FiInancament segons

m ERC - European Research Council

m MSCA - Marie Sklodowska-Curie actions

m Societal Challenges

= FET - Future and Emerging Technologies

m LEIT-ICT - Information and Communication Technologies

m LEIT-BIOTECH - Biotechnology

m TPT - Smart, green and integrated transport

m INFRA - Research infrastructures

m CROSST - Cross-theme

m LEIT-ADVMANU - Advanced manufacturing and processing
m TWINING - Twinning of research institutions

m SWAFS-CROSST - Science with and for Society - Cross-theme
m EURATOM - Euratom

= INEGSOC - Integrate society in science and innovation

= GOV - Develop the governance for the advancement of responsible research and innovation
CAREER - Make scientific and technological careers attractive for young people

m LEIT-SPACE - Space

Universitat Autonoma
de Barcelona

UFRB

prioritat tematica
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Financament per reptes socials

m ENV - Climate action, environment, resource efficiency and raw materials

4

m SOCIETY - Europe in a changing world - inclusive, innovative and reflective Societies
m FOOD - Food security, sustainable agriculture and forestry, marine
HEALTH - Health, demographic change and wellbeing
m TPT - Smart, green and integrated transport
m ENERGY - Secure, clean and efficient energy

SECURITY - Secure societies
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Secure Societies (SC7)

. IT tools and methods for managing migration (ITFLOWS) - Coordinat

. Border detection of illicit drugs and precursors by highly accurate electrosensors (BorderSens)

« Scalable privacy preserving intelligence analysis for resolving identities (SPIRIT)

. Understand the Dimensions of Organised Crime and Terrorist Networks for Developing Effective and
Efficient Security Solutions for First-line-practitioners and Professionals (TAKEDOWN)

« Whole-of-Society Conflict Prevention and Peacebuilding (WOSCAP)
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er que participar al proper Horizon
urope? )
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Beneficis

* Financar activitats de recerca

* Desenvolupar la carrera academica i guanyar reconeixement i
visibilitat

e Col-laborar amb socis i col-legues internacionals

* Abordar reptes que només poden ser solucionats a través d’un
enfocament internacional

* Incloure diferents tipus d’agents per ampliar la perspectiva i 'impacte
del projecte
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a Oficina de Projectes
Internacionals (OPI)

U n B Universitat Autonoma
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La Oficina de Projectes Internacionals (OPI)

Responsable de la Oficina

Gestié administrativa i gestio de dades

Pre-concessio

Ciéencies o "
: Ciéncies de Medi C Experim i il
Socials (Programa

. ERVALE] i Enginyeries
i Humanitats Ambient giny MSC)

Educatius
(Erasmus +)

U " B Universitat Autonoma
de Barcelona

Post-concessio

Gestio projectes ERC
i coordinats
H2020/HEU
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Activitats

2. Valoracio i 3. Suport a 4. Negociacio i 5. Gestio de
planificacio propostes Signatura Projectes
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En resum

La Oficina de Projectes Internacionals ofereix suport:

Pre-concesid: des de la identificacié de convocatories passant per la preparacio de la
proposta i la negociacid i concessio.

Post-concesid: pull de gestors/es dedicats a gestionar projectes ERC integrament i a
tasques de project managment de projectes coordinats.

U " B Universitat Autonoma
= de Barcelona




HORIZON EUROPE EURATOM

L s
European Research Council

Marie Sklodowska-Curie
Research Research Infrastructures
actions

+ Culture, Creativity &
Inclusive Society
» Civil Security for Society

European Innovation
Council
European innovation
ecosystems
European Institute of
Innovation & Technology™

+ Digital, Industry & Space

+ Climate, Energy & Mobility

+ Food, Bioeconomy, Natural
Resources, Agriculture &
Environment

Joint Research Centre

EEEAE SRS EASEESSASEEEsEEEESE RS
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@ European Union 2021

Development
actions
Widening participation & spreading excellence Referming & Enhancing the European R&| system

* The European Institute of Innovation & Technology (EIT) is not part of the Specific Programme
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racies per la vostra atencio!
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Maite Boyero Egido
HORIZONTE Representante y NCP Cluster 3
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Horizonte Europa (2021-2027)

Pilar 1 Pilar2 @ Pilar 3
Ciencia excelente Desafios mundiales y Europa innovadora

competitividad industrial
europea

fepe)

Clustrr

Alimentacion, bioeconomia,

Salud
Consejo Europeo de Cultura, creatividad y Consejo Europeo de Innovacion
Investigacion sociedad inclusiva
recursos naturales,

Seguridad civil para la
sociedad -
Acciones Marie Skiodowska- MIUNUY digitai, inaustria y Ecomstgmas europeos
Curi espacio A . de innovacion
urié Clima, energia y movilidad
agricultura y medio ambiente Instituto Europeo de
Infraestructuras de ".}_novaflor,‘
investigacion y Tecnologia

Ampliar la participacion y fortalecer el Espacio Europeo de Investigacion

Ampliar la participacién y difundir la excelencia Reformar y mejorar el sistema europeo de I+i

Tl

EURUPA
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EU Security Union Strategy (2020-2025)

—

“Yoursecurityisour priority”

The EU Security
Union Strateqy
, >

La Estrategiaestablecelos
instrumentos y las medidas que

han de desarrollarse durante los \

pProximos cinco anos para Smomee | L) o

Eropncomis” |

garantizarla seguridad en nuestro R——

entornofisico y digital. \
HORIZONTE o i =y COTH
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Bases de la Estrategia de Seguridad de la UE

«  Amenazas de seguridad en constante cambio, que pueden afectara
distintos paisesy producir inestabilidad en la sociedad Europea

« La Estrategia es parte de uno de los grandes objetivos de la nueva
Comision (Von der Leyen) “Protecting our European Way of Life” — entre
ofros

« Conexion entre seguridad interior y exterior

- Avutonomia estratégica en términos de productos, servicios,
infraestructuras y tecnologias vitales

« Necesidad de mejorar la coordinacion en la gestidon de crisis y otros
retos de la UE

HORIZONTE et *‘k ESPANA éﬁé ;.;:E::Z{.:.fﬂ:'ﬁm 'k’ EDT'
E U Ro PA '-' " ': Programas de la UE e * PUEDE. —
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Respuesia coordinada de la UE

v' Desarrollarcapacidades y medios para la deteccion
temprana, |la prevencion y la respuesta rapida ante |as crisis

v Centrarse en los resultados (y dotarse de fondos)

v' Conectar a todos los actores de los sectores publico y privado
en un esfuerzo comun

> L N
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Nueva estrategia UE en Ciberseguridad

Legislacion: Directiva NIS,
Legislacion sectores criticos,
CyberAct

Coordinacién: Blueprint, Joint
Cyber Unit, 5G toolbox

Financiacion: Horizonte Europa,
CEFy Programa DIGITAL

Puestaen marcha del CCCN

3
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Particularidades Cluster 3

Enfoque basado en desarrollar capacidades para usuarios finales de
seguridad - criterios de elegibilidad + market uptake

Reforzarla colaboracion con industriay academia
Factor social

Impacto en politicas de seguridad de la UE
Creacidén de mercado

+ 2 Partenariados: Ciberseguridad (Centro Europeo de Competencias en
Ciberseguridad) y Preparacion ante pandemiasy gestion de las mismas*
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Otros aspectos de interés sobre el Programa

3 DGs aportan financiacion: DG HOME, DG CONNECTy DG RTD

AN

Orientacion a USUARIO FINAL

Proyectos cercanos a mercado (TRL 4 a 8)

Aplicacion civil, exclusivamente, pero posible uso dual

Algunos proyectos resultaran clasificados

D N N NN

Estandarizacion y certificaciéon de soluciones / demostracion de
resultados / Aspectos éticos de |os proyectos

RS e A
HORIZONTE , * ESPANA s B, ™= EDT'
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Strategic plan (2021-2024)

Lucha contrala delincuencia,
el crimeny el terrorismo

Seguridad cibemética

Proteccidony resiliencia de
infraestructuras criticas —
fisicas y ciber

Recuperacionde Europa
frente a crisis y desastres

Mejorar la seguridad y la
gestion de las fronteras

Seguridad asociada al
cambio climatico

Estandarizacion e

Horq Gestionde crisis y catasfrofes interoperabilidad de sistemas

@ Hor Yorreererops 9



La implementacion

=  Convocatoria 2021-> ABIERTA desde

. el 30 de junio de 2021. Cierre:

——— 21/10/2021 (convocatoria CS), vy

T 23/11/2021 (resto de convocatorias
de 2021)

« Condiciones de elegibilidad
(USUARIOS FINALES)

wp-6-civil-security-for-society horizon-2021- e PI'ESUQUGSfOS por fOQiC -> E_S

2022_en.pdf (europa.eu) NECESARIO SER EL MEJOR
EUROPA R dVl]|

@HorizonteEuropa 10 @CDTloficial


https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2021-2022/wp-6-civil-security-for-society_horizon-2021-2022_en.pdf

é6“Destinations” (Convocatorias 2021-2022)

DISASTER  /~  poonep \/INFRASTR.\/ FIGHTING "\ CYBERSECURITY

RISK CRIME AND
REDUCTION SECURITY PROTECTION TERRORISM
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STRENGTHENING SECURITY RESEARCH AND INNOVATION
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La importancia del Impacto (call 2021-2022)

v Useful research

v Policy impact / implementation impact
v’ Strategic programming

v Destination Impact

v Topic impact

HORIZONTE
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Destination FCT:
Better protect the EU and its citizens against
Crime & Terrorism



Impacto esperado en FCT

/ FIGHTING \

CRIME AND
TERRORISM

« “Crime andterrorism are more effectively
tackled, while respecting fundamental
rights, [...] thanks to more powerful .
prevention, preparedness andresponse, "\ |
a better understanding of related human, | M
societal and technological aspects, and |
the development of cutting-edge

capabilities for police authorities [...]
including measures against cybercrime.”

HORIZONTE

EUROPA
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Areas de I+D+i en FCT

Prevencion, investigacion y mitigacion de / FIGHTING \
lOs |m|ooc’ros de actos criminales (tb. ciber) CRIME AND
y terroristas TERRORISM

Seguridad en espacios pUblicos urbanos

Modernizacion del andlisis de informacion:

Mejora en la capacidad forense y la
obtencion legitima de evidencias

M’/

Comprension de aspectos sociales ligados
a diversas formas de criminalidad

Mejora en la obtencidon de inteligencia | Y

Ciberespacio mds seguro para
civdadanos, en especial para menores

‘k [
HORIZONTE EET— * £spANA s B, ™= EDT
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Action  Funding/Project Eligibility
Type (M€) TRL | conditions
FCTO1 - Modern information analysis for fighting crime and terrorism
HORIZON-CL3-2021-FCT-01-01: Terrorism and other forms of serious
crime countered using frav el intelligence A 5 6-7 | 3 Police
HORIZON-CL3-2021-FCT-01-03: Disinformation and fake news are
combated and trust in the digital worldis raised IA 4 6-7 | 3Police
HORIZON-CL3-2021-FCT-01-04: Improved access to fighting crime
and terrorismresearch data A 7 7-8 | 3 Police
HORIZON-CL3-2021-FCT-01-02: Lawfulinterception using new and
emerging technologies (5G & beyond, quantum computing and
encryption) RIA 5 5-6 | 3 Police
FCT02 - Improved forensics and lawful evidence collection
HORIZON-CL3-2021-FCT-01-05: Modern biometrics used in forensic 2 Police +2
science and by police A 5 6-7 | Forensic
FCT03 - Enhanced prevention, detection and deterrence of societal issues
related to various forms of crime
HORIZON-CL3-2021-FCT-01-06: Domestic and sexual violence are 2 Police +2
prevented and combated A 6 6-7 CSOs

=~ : A
HORIZONTE * capAfiA S ED."
EUROPA e 4 PUEDE. - Ft v
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Action | Funding/Project Eligibility
Type (M€) TRL | conditions
FCT04 - Increased security of citizens against terrorism, including in public
spaces
2 Police +
HORIZON-CL3-2021-FCT-01-07: Improved preparedness on attacks 5 First
fo public spaces A 3 6-7 | Responder
FCTO5 - Organised crime prevented and combated
HORIZON-CL3-2021-FCT-01-08: Fight against traffickingin cultural 2 Police +
goods RIA 5 5-6 | 2Border
HORIZON-CL3-2021-FCT-01-09: Fight against organised 2 Police +
environmental crime |A S 6-7 | 2Border
- : : o 2 Police +
HORIZON-CL3-2021-FCT-01-10: Fight against firearms trafficking IA 5 67 | 2Border
FCT06 - Citizens are protected against cybercrime
HORIZON-CL3-2021-FCT-01-11: Prevention of child sexual 2 Police + 2
exploitation RIA 3 - CSOs
HORIZON-CL3-2021-FCT-01-12: Online identity theft is countered RIA 3 54| 3Police
HORIZONTE it Divisién de o ESPANA % :';.‘:.“.E%E\,'“EEON " EDT'
EU Ro PA * Programas de la UE ** PUEDE. —
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HORIZON-CL3-2021-FCT-01-01: Terrorism and other forms of serious crime countered using travel
intelligence (EJEMPLO DE CONDICIONES DE ELEGIBILIDAD)

Specific conditions

EU contrib. /project

The EU estimates that an EU contribution of around EUR 5.00 million...

Indicative budget

EUR=5.00 million (budget of 16 M€ shared among HORIZON_CL3_2021-FCT-01-03 & 04).

Type of Action

Innovation Actions

Eligibility conditions

[...] This topic requires the active involvement of at least 3 Police Authorities from at least 3
different EU Member States or Associated countries. For these participants, applicants must
fillin the table “Eligibility information about practitioners” in the application form with all the
requested information, following the template providedin the submission ITtool.

Some activities, resulting from this topic, may involve using classified background and/or
producing of security sensitive results (EUCI and SEN). Please refer to the related provisions
in section B Security — EU classified and sensitiv e information of the General Annexes.

Procedure [...] grants will be awarded to applications not only in order of ranking but at least also to
those that are the highest ranked within set topics, provided that the applications attain all
thresholds.

TRL Activities are expected to achieve TRL 6-7 by the end of the project (General Annex B).

HORIZONTE T * capAfiA Enms, =
EU Ro PA & l?rogromgs de la UE ** PUEDE. — FE / EDT'
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Recomendaciones para la “Destination FCT”

v’ Tener en cuenta las politicas y comunicaciones de
la Comisidony la UE en este drea

v Las herramientas que se desarrollen deben ser
validadas por los usuarios finales

v’ Relacionar la propuesta con otros proyectos en
marcha o pasados

v' Es necesario incluir a la sociedad en |los proyectos

HORIZONTE
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Destination BM: Effective Management of
EU external Borders



Impacto esperado en BES

« ‘“Legitimate passengers and shipments
travel more easily info the EU, while illicit
trades, trafficking, piracy, terrorist and
other criminal acts are prevented, due to
improved air, land and sea border
management and maritime security
including better knowledge on social
factors.”

3
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Areas de I+D+i en BES

Mejora en la seguridad de las fronteras / \
exteriores de la EU, asi como de las actividades BORDER
e infraestructuras del entorno maritimo

Mejora en la experiencia en el cruce de
fronteras para viajeros y autoridades fronterizas N '-4_4

Monitorizacion de movimientos transfronterizos
de personasy bienes

Proteccion de los derechos fundamentales de
los viajeros

Mejora de la seguridad aduanera y de Ia
cadena de suministro, minimizando la disrupcion
del flujo de comercio \

MANAGEMENT

3 [N
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Action Funding/Project Eligibility
Type (M€) TRL | conditions
BMO1 - Efficient border surveillance and maritime security
HORIZON-CL3-2021-BM-01-01: Enhanced security and management
of borders, maritime environment, activities and transport, by
increased surv eillance capability, including high altitude, long
endurance aerial support A / 7-8 | 3 Border
BMO2 - Secured and facilitated crossing of external borders
HORIZON-CL3-2021-BM-01-02: Increased safety, security,
performance of the European Border and Coast Guard and of 2 Border +
European customs authorities CSA 2.5 N/A| 2 Custom
HORIZON-CL3-2021-BM-01-03: Improved border checks for fravel
facilitation across external borders and improv ed experiences for
both passengers and border authorities’ staff A 4 7-8 | 3 Border
BMO3 - Better customs and supply chain security
HORIZON-CL3-2021-BM-01-04: Advanced detection of threats and 2 Custom +
illicit goods in postal and express courier flows RIA 4 4-6 | 2 Police
HORIZON-CL3-2021-BM-01-05: Improv ed detection of concealed
objects on, and within the body of, persons A 5 7-8 | 3 Custom
HORIZONTE * - A e
EUROPA e | * PUEDE &= - DIl
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Recomendaciones para la “Destination BM”

v' Teneren cuentalas politicasy comunicaciones dela Comisiony la UE
(borders—air, land, sea/maritime; Flow of goods, Flow of people)

v Actividades e informes de FRONTEX

v' Siempre:leerlas pdaginasintroductorias de la “destination” y de |a
seccion en el documento de Plan estratégico

v Topics conTRL altos 2 explicary justificar las demostraciones /
validaciones

v Usode losservicios de Galileoy Copernicus
v’ Demostrar conocimiento del drea BM, dindmicasy problemadtica

3 : A
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Destination INFRA: Resilient Infrastructure



Destination INFRA: Resilient INFRAstructures

Expected Impact: “[...] resilience and autonomy of physical and

digital infrastructures are enhanced and vital societal functions
are ensured, thanks fo more powerful prevention, preparedness
and response, a beffer understanding of related human, societal
and technological aspects, and the development of cuftfing-edge
capabilitiesfor[...] infrastructure operators [...]"

Y. | &g &

ENERGY HEALTH TRANSPORT FINANCIAL
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b
HORIZONTE -
WATER FOOD PUBLIC & LEGAL CHEMICAL & SPACE AND
EUROPA ORDER AND NUCLEAR RESEARCH
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Policies relacionadas con la destination INFRA

v’ Strategic plan

v Security Union strategy

v Joint framework on countering hybrid threats
v' Union Civil protection mechanism

v NIS2 Directive

v' CER Directive (Critical entities resilience)

HORIZONTE
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Action| Funding/Project Eligibility
Type (ME€) TRL conditions
HORIZON-CL3-2021-INFRA-01-01: European infrastructures
and their autonomy safeguarded against systemic risks
HORIZON-CL3-2021-INFRA-01-01: European
infrastructures and their autonomy safeguarded 3 Gov
against systemic risks A 10 6-7| Entities
1 OCl+1
HORIZON-CL3-2021-INFRA-01-02: Ensured RTO
infrastructure resilience in case of Pandemics Health
A 10 6-7| infectious
s * J AL pene
P i Ry &= - DIl
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HORIZON-CL3-2021-INFRA-01-01: European infrastructures and their autonomy safeguarded
against systemic risks (OJO A LA CONDICION DEELEGIBILIDAD)

Specific conditions

EU contrib. /project

The EU estimates that an EU contribution of around EUR 10.00 million...

Indicative budget

EUR =10.00 million (1 project ONLY - 20 M€ shared with HORIZON-CL3-2021-INFRA-01-02).

Type of Action

Innovation Actions

Eligibility conditions

[...] This topic requires the acflive involvement of at least 3 government entities responsible for security
on national level from at least 3 different EU Member States or Associated countries. For these
participants, applicants must fill in the table "Eligibiity information about practitioners” in the
application form with all the requested information, following the template provided in the submission
IT tool.

In order to achieve the expected outcomes, and safeguard the Union’s strategic assets, interests,
autonomy, or security, namely the security sensitive nature of the autonomy of European
infrastructures against systemic risks and hybrid threats, participation is limited to legal entifies
established in Member States and Associated Countries. Pr Is including | | enfities which

not established in these countries will be ineligible.

When using satellite-based, positioning, navigation and/or related timing data & services,
beneficiaries must make use Galileo/EGNOS. The use of Copernicus for EO is encouraged.

Some activifies, resulling from this topic, may involve using classified background and/or producing
of security sensitive results (EUCI and SEN).

Procedure [...] grants will be awarded to applications not only in order of ranking but at least also to those that
are the highest ranked within set topics, provided that the applications attain all thresholds.
TRL Activities are expected to achieve TRL é-7 by the end of the project (General Annex B).




Recomendaciones para la “Destination INFRA”

v’ Reducir las vulnerabilidades
v Incrementar la resiliencia de las ICs

v Imprescindible cubrir todos los “expected
oufcomes”

HORIZONTE
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Destination CS: Increased cybersecurity and a
more secure on-line environment



Destination 4: Increased cybersecurity and a more secure on-line environment

Expected impact: “Increased cybersecurity and a more secure online
environment are by developing and using effectively EU and Member
States’ capabilities in digital fechnologies supporting protection of data
and networks, while respecting privacy and other fundamental rights;
this should contribute fo secure services, processes and products, as well
as to robust digital infrastructures capable fo resist and counter cyber-
attacks and hybrid threats."

HORIZONTE

EUROPA

@HorizonteEuropa




Expected impacts CS (cont’'d)

Strengthened EU cybersecurity capacities and European Union sovereignty in
digital technologies

2. More resilient digital infrastructures, systems and processes
3. Increased software, hardware and supply chain security
4. Secured disruptive technologies

5. Smart and quantifiable security assurance and certification shared across the
EU

6. Reinforced awareness and a common cyber security management and
culture

HORIZONTE et *‘k ESPANA éﬁé E%%GN 'kJ BnTl
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Areas de I+D+ien CS$

Resiliencia de
los sistemas
interconectados _ Inteligencia
y de las Seguridad de artificial para
la cadena de reforzar la

suministro ciberseguridad

infraestructuras
digitales

Aspectos
Certificacién y Criptografia humanos, de
cuantificacion avanzada privacidad y
eticos

RS

«
*  Divisién de

PUEDE. —

p . Programas de la UE

T i
* ESPANA EiiEiaion

~ COTl

@CDTloficial



FUNDING Eligibility
ACTION /PROJECT Nr. Of condition
TYPE Budget (M€) projects TRL S
CSO01 - Secure and resilient digital infrastructures and
interconnected systems
HORIZON-CL3-2021-CS-01-01: Dynamic business continuity and
recovery methodologies based on models and prediction for multi-
level Cybersecurity RIA 21,5 M€ 3-5 5 4 N/A
CS02 - Hardware, software and supply chain security
HORIZON-CL3-2021-CS-01-02: Improved securityin open-source
and open-specification hardware for connected devices RIA 18 M€ 3.5 4 4 N/A
CS03 - Cybersecurity and disruptive technologies
HORIZON-CL3-2021-CS-01-03: Al forcybersecurity reinforcement RIA 11 M€ 3-4 3 4 N/A
CS05 - Human-centric security, privacy and ethics
HORIZON-CL3-2021-CS-01-04: Scalable privacy-preserving
technologies for cross-borderfederated computationin Europe
involving personal data RIA 17,50 M€ 3-5 4 4 N/A
3 ) A
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Recomendaciones para la “Destination CS”

v' En resumen:
— Productos mas resilientes
— Soberania y autonomia estratégica
— Productos HW y SW mads ciber-seguros

v Los topics CS no tienen condiciones de elegibilidad
v 0QJO: fecha de cierre 21/10/21
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Destination DRS:
A Disaster-resilient society for
Europe



Destination DRS

Losses from natural, accidental and man-made
disasters are reduced through enhanced disaster
risk reduction based on preventive actions, better

societal preparedness andresilience and
improved disasterrisk management in a systemic
way

3
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Destination DRS

« Prevencion, mifigacion, respuesta y recuperacion ante
crisis y desastres

« Servicios de emergencias y Proteccion civil europeos
(NBRQ-E, eventos extremos, pandemias, etc.)

* Mejorar la base de conocimiento y la conciencia
situacional;

«  Mejora en la coordinacion entre sectores y disciplinas,
asi como a fravés de las fronteras, desde el plano de
la coordinacion transnacional hasta el plano locail;

*  Mejora en el intercambio de conocimiento y la
coordinacion en lo relativo a estandares en el drea de
gestion de crisis y NRBQ-E

3
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EU Policy context

Disaster Resilient Society

Environmental threats Climate threats

Health threats

DG ENV

Internal Security Environment

DG HOME
Civil Protection

DG ECHO [

[ DG CLIMA

Climate action

) |

Consumer Health

DG SANTE ]

COM(2009) 273 final Decision 1313/2013 Decision 1386/2013

EU Climate Adaptation

Decision 1082/2013

CBRN Action Plan EU Civil Pro_tectiDn Environment Action Strateagy Serious cross-border
+ COM(2014)247 final Mechanism Programme threats to health
CBRM-E risks Directive 2012/18/EU
+ European Agenda on (Seveso III Directiva)
Security International
DG DEVCO
International [ EEAS
[ols 1] tion .
Regulation 347 /2013 Decision 661/2010 EU Custom policy for CBRN-E Centres of Ext. security
Tran-European Energy  Tran-European Transport supply chain security and Excellence
Instrastructure Network use of customs detection |ntergovernmenta|
Directive 2009/7/EU technology for CBRN-E
Safety of nuclear .
. . L ]
installations DG GROW UN Bodies, NATO
Enterprise & Industry Muclear non-proliferation treaty
. Chemical Weapons Convention
Security Industrial policy Regulation 428/2009 Biclogical Weapons Convention
COM(2012)417 final Transit of dual use items
Internal Security Strategy
COM(2010)673 final
European Agenda on Security
HORIZON EDA
EU R 2020 Defense
[
. Joint Investment
@Horizo EU Reseach Programme / EFC

atlll
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ACTION |FUNDING/PROJ
TYPE ECT (M€) TRL Eligibility conditions
DRSO1 - Societal Resilience: Increased risk Awareness and
reparedness of citizens
3 practitioners (first and
HORIZON-CL3-2021-DRS-01-01: Improved understanding of risk second respondents) /
exposure and its public awareness in areas exposed to multi-hazards local communities/local or
RIA 5 N/A regional authorities
DRS02 - Improved Disaster Risk Management and Governance
HORIZON-CL3-2021-DRS-01-02: Infegrated Disaster Risk Reduction for : prgﬁgﬂo”eﬁfgrﬁn?;‘?
extreme climate events: from early warning systems fo long ferm Ioi:eoclxc):omrist?n(i)’ries/eloéol of
adaptation and resilience building A 6 N/A regional authorities
3 practitioners (first and
HORIZON-CL3-2021-DRS-01-03: Enhanced assessment of disaster risks, | seclond respQTpdeln’rs) {
adaptive capabilities and scenario building based on available ocd Qomrlnunle:es./focS of
historical data and projections regional Quinonmies +
representatives of scientifig
RIA 5 N/A areas / on DRS
2 national standardization
HORIZON-CL3-2021-DRS-01-04: Developing a prioritisation mechanism orgs + chairs of CEN orISO
for research programming in standardisationrelated to natural hazards + scientific stakeholders on
and/or CBRN-E sectors standadization of natural
CSA 2 N/A hazards and CBRN-E
DRSO3 - Strengthened capacities of first and second responders
HORIZON-CL3-2021-DRS-01-05: Fast deployed mokbile laboratories to 3 first responders of local o
enhance situational awareness for pandemics and emerging infectious regional authorities
diseases IA 6-8 managing sanitary crises
HORIZONTE * ESPANA s S, W

EUROPA e
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Recomendaciones para la “Destination DRS”

v First responders AND second responders
v Galileo and Copernicus very welcomel

v Vinculo de los 5 topics de 2021 con proyectos yo
financiados en el pasado - revisar ppts del
INFODAY europeo

HORIZONTE
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Destination SSRI:
Strengthened Security Research
and Innovation



@HorizonteEuropa

Expected Impact: “Security threats are more effectively
addressed fhanks fo better cross-cutting knowledge across
different areas of security and diverse disciplines, included
social sciences & humanities, enhanced implementation of the
research & innovation cycle and improved uptake at all levels

of society.”
»»> @) ((Ql) e <7 = <«
[ ® o] w N
b z} >>> @fo ---------------- o - ..

|\/|ARKET U PTAKE
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EUROPA Market Gap Target Trend Analytics Clients Survey
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Destination Strengthening Security R&l

« Mejorar la llegada a mercado de |0s
resultados de |a [+D+i

* |Incrementarelimpacto

« Planificacion y andlisis de
necesidades a medio-largo plazo

 Financiar acciones de PCP / PPI

HORIZONTE

EUROPA
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FUNDING/PR Eligibility

ACTION TYPE| OJECT (ME€) TRL conditions
SSRI 01 - Stronger pillars of security Research and Innovation
HORIZON-CL3-2021-SSRI-01-01: A maturity assessment framew ork for security
technologies RIA 1,5 N/A N/A
HORIZON-CL3-2021-SSRI-01-02: Knowledge Networks for Security Research &
Innovation CSA 9 N/A N/A
HORIZON-CL3-2021-SSRI-01-03: National Contact Points (NCPs) in the field of
security and cybersecurity CSA 25 N/A N/A
SSRI 02 - Increased Innovation uptake
HORIZON-CL3-2021-SSR1-01-04: Demand-led innovation for situation awareness 3 eg‘gt’;ﬁ? "
in civil protection

rocurers
PCP 6 68 S

SSRI 03 - Cross-cutting knowledge and value for common security solutions
HORIZON-CL3-2021-SSRI-01-05: Societal Impact assessment and impact
creation transdisciplinary methods for security research technologies driven by
active civil society engagement RIA 5 N/A N/A

HORIZONTE

EUROPA
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hitps://serend4-heu-cluster3-infoday.b2match.io/

& G %) https://serend-heu-cluster3-infoday.b2match.io s @ o= (' No sincronizando

Horizon Europe Civil Security for Society Infoday and Brokerage Event

Home Participants  Marketplace  Agenda Live stage Meetings Messages
June 30 - July 1, 2021

30 June 2021 - 1 July 2021

Horizon Europe Civil

Security for Society Infoday

and Brokerage Event
CLUSTER 3 INFO DAY
AND BROKERAGE EVENT

30" JUNE 1™ JULY

2021 -2027 &?
Home  Pitch presentations How it wor@totions & recor@(] SeReMa Contact

ORGANISED BY

1st Horizon Europe Cluster 3 Information Day and
Brokerage Event - ONLINE ID'”

HORI |
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Aspectos tfransversales / complementarios

v SSH

v’ Cooperacion internacionadl

v Aspectos de género

v Impacto: cientifico, socialy econdmico

v’ Aspectos éticos y de privacidad

v Uso y generacion de informacion clasificada

HORIZONTE
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https://www.securityresearch-cou.eu/home

UPCOMING EVENTS

Climate Extreme Events

A COMMUNITY OF USERS FOR SECURE, SAFE AND RESILIENT
SOCIETIES

v emcLirity OF It zmne, INfrastruciue, and asses &5 o high prarty for the Eusopssn Urion

ectorial networking with practitioners and

CoU becomes CERIS

ASThe First work programime Jar the EU Frameaans %o Resesrch and Inngation ¢alled Horzan Eurage
J85rs UNBerant a Mmoch needsd sy ison: Pleass weloome the Commun ity of Euapsan Bessarch and Inaoration 10

CERIS a1e risk management, including

CBRN State of the Art technolegy

Standardisation [StairéSecurity final event)

HORIZONTE
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Portal Horizonte Europa en espanol

HORIZONTE 1 ﬁ e © lezam ) RS
DE ESPAI DE CIENCIA
EUROPA § R R . @

-

R 4"% i i
- = X a S HorizonED |
% 3~ Noticias
o K =
Y
2021 - 2027

Documentos de interés

0 Esrogean Unen, 2000

Horizonte Europa: Programa Marco de Investigacion e Innovacion @

WWW.horizonteeu ropa'es Enlaces de interés

> ESPARA fﬁn RS, ;’ EI]T'

@CDTloficial
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NCPs en el Clister 3

maite.boyero@cdti.es

marina.cdti@sost.be ripaca@inta.es

3 [
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Apoyo CDTI en todas las fases

IDEA
ENCAJE

: = /3.{ “"_  CONSORCIO  PREPARAR REVISAR

e -’L —# i PROPUESTA "')
' \\&
& /i

PREPARACION Z

PROYECTO “CONTRATO” EVALUACION

NIRRT
o, i |
o X ENVIAR

.y
* [
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HORIZONTE

EUROPA

+ info sobre programas y ayudas
para la
internacionalizacién de la +D+l espafiola

You

@HorizonteEuropa- @CDTloficial
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mossos d’esquadra Ul
H EENR Generalitat de Catalunya



Area de Cooperacio Internacional

DIRECCIO GENERAL DE LA POLICIA

PREFECTURA DE POLICIA

Comissaria S. . . < Comissaria G.
COORDINACIO CENTRAL Comissaria COORDINACIO TERRITORIAL

Comissaria G.
INFORMACIO

Comissaria G.
MOBILITAT

9 REGIONS POLICIALS

Comissaria G.
INVESTIGACIO

Comissaria G.
RECURSOS OP.

Projectes europeus

Comissaria G. " Servei
REL. D. AVALUACIO g?blr:et Assessorament
INSTITUCIONALS irector Juridic
D. AFERS
INTERNS

INSTITUT
PUBLIC DE
SEGURETAT DE
CATALUNYA




Area de Cooperaci6 Internacional Projectes europeus

« ACINT: Filtratge i recopilacio informacio6

* Prefectura de la Policia:
> Valoracio i avaluacio de les propostes

» Assignacio al servei especialitzat



Area de Cooperacio Internacional Projectes europeus

- Partner : soci del consorci amb entitat

 End-user : requeriments eines tecnologiques
proves desenvolupament eines
avaluacio eines

« Col-laborador expert : aportacio en temes
especifics




Area de Cooperacio Internacional Projectes europeus

« BENEFICIS PER A LA PGME:

 Internacionalitzacio

« Participacio en el desenvolupament tecnologic
de noves eines

« Accés ainformacio privilegiadai als resultats
de larecerca



Area de Cooperacio Internacional

MARGIN

VALID(ENFSI)

PHIT

TENSOR

Projectes europeus

MGRGIN




MOLTES GRACIES

MOSS0S.cooperaciointernacional@aqgencat.cat

w
mossos d’esquadra Y
H EENR Generalitat de Catalunya


mailto:mossos.cooperaciointernacional@gencat.cat

Sessio informativa sobre el cluster 3:
Seguretat civil de les societats

Participacio d’usuaris finals
DIRECCIO GENERAL DE PROTECCIO CIVIL

Il Generalitat de Catalunya  proteccio civil
Ul Departament d’Interior |l I H B




QUE ES LA PROTECCIO CIVIL

Emergencia

A
[ ]
[ ]
[ )
Detedci
[ J
Planificacio 3
Informacio 3
Formacio 3
— I .
Previsio * In
[ ]
[ J - -,
_ . )ilitacio
Prevencio 3
3
[ ]

t

resposta

proteccio

Il Generalitat de Catalunya  proteccio civil
¥ Departamentd’Interior |l I H B



PLANS DE PROTECCIO CIVIL

PLA TERRITORIAL

PLANS ESPECIALS

PROCICAT

FERROCARRIL
MALALTIES EMERGENTS

PROTOCOLS:
ESTAT DE LA MAR
SUBMINISTRAMENTS BASICS
ATENCIO A LA POBLACIO
(APCAT)

e INFOCAT

9P  INUNCAT
B = trANSCAT

* SISMICAT
Sl  PLASEQCAT

NEUCAT

‘%1 CAMCAT

“\==m=p>  AEROCAT

E ALLAUCAT
WY
& RADCAT

[m VENTCAT

I! Generalitat de Catalunya

V. Departament d’Interior

proteccio civil
EEEN




Il Generalitat de Catalunya  proteccio civil
¥V, Departamentd’Interior |l l H B

PARTICIPACIO RECENT EN PROJECTES EUROPEUS

ANYWHERE: Horizon 2020 DRS-01-2015 (6/2016 — 8/2019)
LODE: DGECHO Civil Protection Mechanism (1/2019 -1/2021)
POCRISC: POCTEFA 2014-2020, FEDER INTERREG V-A (1/2018-1/2022)

RECIPE: DGECHO Civil Protection Mechanism (1/2020 — 12/2021)




REPTES

e Aprofundir en I'analisi del risc a escala local, sobretot per la identificacio de punts
d’acumulacié d’efectes i valoracié de la vulnerabilitat. En aquest sentit, obtencid i
tractament massiu de dades. Exemple: punts negres per inundacions torrencials.

e Lavaloracid dels efectes del canvi climatic en les emergéncies.

e Definir estrategies de penetracid dels missatges a la poblacid, augmentar la seva
resiliéncia a nivell comunitari, etc. Capacitacidé en I'autoproteccio.

* Ladeteccio de fenomens de rapida evolucio. El seguiment dels fenomens,
I’afectaciod a les poblacions en directe. Exemple: risc quimic.

* Lavis fiable a la poblacio. Exemple: incendis forestals en urbanitzacions.
* Sistemes per la integracio i posada en comu de la informacid entre els operatius.

* Sistemes per la presa de decisions, amb el recolzament d’intel-ligéncia artificial...

Il Generalitat de Catalunya  proteccioé civil
¥V, Departamentd’Interior |l l H B




Gracies per la vostra atencio

| Generalitat de Catalunya ~ proteccio civil
) Departamentd’Interior [l l H B




UNB

Universitat Autonoma
de Barcelona

Pl= 1 C

Dep. of Information and
Communications
Engineering

07/07/2021 — Jornada Cluster 3: Seguridad Civil de las Sociedades, UAB



DEIC

Relatively small department
- (15 permanent PDI)

Research on security since ~1987
3 research groups

Research expertise:
- EU and national projects (research and industry)
— High publication record, active role in academic venues



Coding, Compression and Security

U CCSG GICi e
Combinatorics, Coding Group on Interactive Security of Networks and
and Security Group Coding of Images Distributed Applications

* Combinatorics, Coding and Security Group
* Group on Interactive Coding of Images
» Security of Network and Distributed Applications

https://deic-web.uab.cat/recerca.php


https://deic-web.uab.cat/recerca.php

Combinatorics, Coding and Security

Study, construction and classification of nonlinear families of optimal codes for
the detection and correction of errors in digital transmission systems and data
storage by using both combinatorial and algebraic techniques.

Optimal codes, Distributed storage

Codes over rings, Locally Repairable Codes,

Network coding, Quantum codes,

Steganography and hiding Code-based post-quantum
Information cryptography



Group on Interactive Coding of

Images
Research lines: Topics of interest:
- Data compression - Remote sensing
- Data transmission - Earth Observation
- Data sharing - Big data
- Data storage - Internet-Of-Things
- Data archiving - Machine Learning




UAB-DEIC-GICI
Experience & Proﬁciency: Examples of previous participation in funded projects.

1. WhiteDwarf 2.0 Maintenance of Compression Implementations
Reference: European Space Agency (ESA) Contract No. 4000133664/20/NL/AS. January 2021 - December 2021

2. Framework para la evaluacion de la calidad de imdgenes para segmentacion y clasificacion con

algoritmos de deep learning
Ministerio de Ciencia e Innovacion, Satellogic Solutions SL, Fundacié EURECAT, RTC2019-007434-7. July 2020 - December 2022

3. Robust Compression of Fixed Length Housekeeping Data // Raw SAR Compression

Consultative Committee for Space Data Systems.
Centre National d'Etudes Spatiales (CNES), French Space Agency. Multi-Hyperspectral Data Compression Working Group, with
participation from ESA. July 2020 - December 2021.

4. High-Speed Integrated Satellite Data Systems For Leading EU IndustrY (Hi-SIDE)
European Commission H2020, Leit Space,776151. January 2018 - July 2022.

5. Multicomponent remote-sensing data compression
Centre National d'Etudes Spatiales (CNES), French Space Agency. September 2011 - June 2020.

6. Multidimensional Image Coding. Applications to Remote Sensing and Telemedicine (MIC-RS-TM)
European Union Framework Program VII, People Marie Curie Actions, FP7-PEOPLE-2009-1IF, FP7-250420. July 2010 - January 2012.



Security of Networks and Distributed
Applications

* Opportunistic Networks
- Routing, security, VANETSs, network privacy, ...

* Bitcoin and cryptocurrencies
- Blockchain, lightning networks, privacy, ...

* Privacy in user/data analysis and publication

- Privacy-preserving data publication, privacy in
machine learning, ...



Security expertise/interest

* Blockchain technology

- High technical knowledge

- Bitcoin, Lightning Network (Layer 2)
* Network security

— Opportunistic networks

* Data Privacy

- Machine learning and privacy, data mining, differential
privacy, k-anonymity, ...



DEIC - Contact
http://deic.uab.cat

e Guillermo Navarro-Arribas guillermo.navarro@uab.cat

* DEIC Manager:
- Joan Serra Sagrista joan.serra@uab.cat


http://deic.uab.cat/
mailto:guillermo.navarro@uab.cat
mailto:joan.serra@uab.cat
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BORDERSENS

BORDERSENS

Deteccion en paso de

fronteras/aduanas de
drogas de abuso y sus
precursores mediante
el empleo de sensores |
electroquimicos

- \_.«-

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.



BORDERSENS

BORDERSENS

Agentes de fronteras /

aduanas necesitan CUAGTIA CIVIL

. . MAINTERIOR
confirmar la presencia

de las sustancias
reguladas

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.




%)  BORDERSENS

BORDERSENS

Agentes de fronteras /
aduanas necesitan
confirmar la presencia
de las sustancias
reguladas

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.




BORDERSENS

BORDERSENS

Agentes de fronteras /
aduanas necesitan
confirmar la presencia
de las sustancias
reguladas

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.
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SENSORES ELECTROQUIMICOS

BORDERSENS

Utilizamos sensores
serigrafiados de un
solo uso.

Cada sustancia, si es
electroactiva, se
manifiesta con una
senal caracteristica,
su ‘fingerprint’.

-

Potent

Drop
contair

——— Screer
electro

Noscapine

0.5

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.

HEROI

Caffeine

Papaverine

E/V




2) : :
BORD%ZENS Matrices de sensores + Procesamiento avanzado

N x sensores
Extraccion/

- Modelizacion
compresion

SAMPLE N x voltamogramas

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.




Identificacion

BORDERSENS

9 Drogas puras, concentracion variable

@ \/alidacion cruzada: division (train/test): 80:20 o3 ° Eg

@ Acierto en la identificacion (conjunto test
externo): 91.7%

Coc Her MDMA MetA
Coc 2 1 0 0
Her 0 2 0
MDMA O 0 3
MetA 0 0 0

Function 3 (10.75%)

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.




9 OVERVIEW:TECHNOLOGIES

BORDERSENS

Prototipo para la deteccion rapida,
sensible, in situ de drogas y precursores

—

N
4

®
Filtered Results ]
T T =

BorderSens project has received funding from the European Union’s Horizon 2020 research and '~ Positivo Cocaina

This presentation reflects only the author’s view and the Commission is not responsible for any uf - . o o o8
Voltage (V)




Border detection of illicit drugs and precursors

by highly accurate electrosensors

The ultimate research aim of the BorderSens project (grant agreement No 833787) is to
develop a portable, wireless single prototype device with capability to test for different types

of drugs, precursors and adulterants/cutting agents within 45 seconds, with outstanding
accuracy and reduced false positives and false negatives.

Universities

Companies

University UNIVERSITY OF UMF U"‘B r :
‘G of Antwerp L E. l C E STE R @ t‘h"f:i:“ ‘:"".::'n‘:“" Universitat Autonoma Me'mhm

de Barcelona Dro pSe ns
NICC
‘IQ INCC

~ SCOTTISH POLICE Federal
. Douane AUTHORITY Y Public Service
M Belastingdienst L 2 FINANCE

Swedish POLICE - qa @
Customs LETzESUERC Border Force
Funding programme: Total budget: Duration:
H2020 (topic SU-SEC-2018) €5,004,415 September 2019 - August 2023

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.
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Current (pA)

Talanta 107 (2013) 270-276

Contents lists available at SciVerse ScienceDirect

Talanta

journal homepage: www.elsevier.com/locate/talanta

Simultaneous identification and quantification of mtm cnntammg explosives
data tr 1

25

PC3 (5.67%)

-1 .5 -1 .0 ‘05 00 0-5 1 .0 PC2(9.10%) 2 4
Potential (V)

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.
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%) .
@ Para seguirnos:
BORDERSENS

WWW http://www.bordersens.eu

https://www.linkedin.com/company/bordersens

https://twitter.com/bordersens

BorderSens project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 833787.
This presentation reflects only the author’s view and the Commission is not responsible for any use that may be made of the information it contains.
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UNB

Infrastructure and Transport Engineening
Socio-Technical Systems

Dr.- Jenaro Nosedal-Sanchez

Jenaro.nosedal@uab.cat

Universitat Autonoma de Barcelona

Infrastructure and Transport Engineering U " B Universitat Autonoma
Jenaro.nosedal@uab.cat de Barcelona



U " B Research and Innovation

Solutions References
Situational Awareness Models E-PILOTS (H2020)
Risk analysis models PARTAKE (H2020)
Agent Based Simulation EVOATM (H2020) GTIM
Causal Analysis AGENT (H2020) @
Participatory Modeling FUPOL (FP7) FUPbL)‘)
Decision Support Systems INTERACTION (FP7)

Infrastructure and Transport Engineering UPRIB Uriersiat Autenoms

Jenaro.nosedal@uab.cat



UNRB Industrial Experience

Discrete Event Simulation

Logistic Processes Transport Cooperative
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Infrastructure and Transport Engineering U " Universitat Autdnoma
Jenaro.nosedal@uab.cat de Barcelona



UNB Areas of Interest and Expertise

Human-in-the-Mesh

Human-Hazard interactions
Agent-Based Modeling and Simulation
Shared Situational Awareness

Digital Ecosystems

Serious Games

Resilience analysis

Infrastructure and Transport Engineering U " Universitat Autonoma
Jenaro.nosedal@uab.cat de Barcelona



Institute of Law and
Technology

Universitat Autonoma de Barcelona

Dr. Jorge Gonzalez-Conejero
jorge.gonzalez.conejero@uab.cat

UrB DT

Universitat Autonoma Institute of Law and
de Barcelona Technology
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AKEDOWN 57

2
TAKEDOWN @ CONFERENCE DISSEMINATION CONSORTIUM CONTACT Institute of Law and

Identify . Prevent . Respond Technology

Ve

Are you looking for knowledge, tools and
services for preventing and countering
extremism and crime? o

Visit First-Line-Practitioners.com

VISIT

https://www.takedownproject.eu

— ]
—m
ANALYSE UNDERSTAND PROVIDE CREATE BUILD DEVELOP
the body of scientific the social, psychological dynamic, multi- toolkits for first line an extensive Open a Solutions Platform for
knowledge on organized and economic aspects of dimensional models for practitioners, law Information Hub for law enforcement
crime and terrorist organized crime and organized crime and enforcement and policy practitioners and the agencies and security
networks terrorist networks terrorist networks makers public companies



https://www.takedownproject.eu/

SPIRI 57

Institute of Law and
Technology

support@spirit-tools.com

& SPIRIT

© 2018 SPIRIT ALL RIGHTS RESERVED

Scalable pnvacy preserving
. mtelllgence anaIySIS fo
resolvmg ldent|t|es (SPIRIT)

The! SPIRIT propct wnl ea novel approach in the development, testing,
. tramﬂg andevaluat[bn ofa new scalable privacy preserving intelligence

snalys.sfor.riuvfng f_ssygem prototype. o
http://spirit-tools.com

The Workplan Ethical Monitoring Structures Pilot Prototyping



http://spirit-tools.com/

Ethics self-assessment

Section 4: PROTECTION OF PERSONAL

Information to be

Documents to be

DI

Institute of Law and
Technology

DATA YES/NO provided in the provided on
proposal request
Does your activity involve processingof [ O 1) Details of the 1) Informed
personal data? technical and consent forms and
organisational information Sheets
measures to (if relevant).
safeguard the 2)Data
rights and management plan
freedoms of the (ifrelevant).
parlflmpantsfdata 3) Data protection
subjects. These . + "
may include impactassessmen
(if relevant).
Isit planned to export personal data [0 [0 1)Details ofthe 1) Confirmation

(data transfer) from the EU tonon-EU

countries?

Specify the type of personal data and

countriesinvolved

types of personal
data and countries
involved.

2) Explanation as
to how the rights
and freedoms of
the

participants /data

that data transfers
will bemadein
accordance with
Chapter V of the
General Data
Protection
Regulation
2016/679

Does your activity involve further
processing of previously collected
personal data (including use of pre-existing
data sets or sources, merging existing data
sets)?

1) Details of the
database used orof
the source of the
data.

2) Details of the
data processing
operations.

3) Explanation as
to how the rights
of the
participants /data
subjects will be
safeguarded.

4) Explanation as
to how all ofthe
processed datais
relevantand
limited to the
purposes of the
project (‘data
minimisation’
principle)

5) Justification of
why the data will
notbe
anonymised/
pseudonymised (if
relevant).

1) Confirmation
that the data
controllerhasa
lawful basis forthe
data processing
and that the
appropriate
technical and
organisational
measures arein
place to safeguard
the rights of the
data subjects 2)
Permission by the
owner/manager of
the data sets {e.g.
social media
databases) (if
applicable].

3) Informed
ConsentForms +
Information Sheets
+ otherconsent
documents (if
applicable].




Legal & Ethics =1

Institute of Law and
Technology

 |dentificar el marco ético y legal especifico aplicable al proyecto
* Detectar los posibles riesgos en funcion de la propuesta
e Datos personales y privacidad
* Participacion de individuos en la investigacion
 Participacion/afectacion de grupos vulnerables
* Uso de tecnologias y su potencial impacto en individuos y en |la
sociedad
* Detallar las acciones que se llevaran a cabo para minimizar los
posibles riesgos en caso de misuse e incidental findings




Work Package DT

Institute of Law and
Technology

* Establecer el marco legal y ético en funcién del proyecto

* Evaluacion de impacto integral: derechos humanos, proteccion de datos, ética e
impacto social

e Establecer un modelo regulatorio especifico para el proyecto para asegurar el
cumplimiento ético y legal de todas las actividades de investigacion y los
correspondientes resultados

* Diseflar/implementar la estrategia de monitorizacidon interna y externa para el
proyecto:

* Nombramiento de comité ético independiente especifico para el proyecto
* Nombramiento de un Data Protection Advisor para el proyecto




UNB

Universitat Autonoma
de Barcelona

Pl= 1 C

Dep. of Information and
Communications
Engineering

07/07/2021 — Jornada Cluster 3: Seguridad Civil de las Sociedades, UAB



DEIC

Relatively small department
- (15 permanent PDI)

Research on security since ~1987
3 research groups

Research expertise:
- EU and national projects (research and industry)
— High publication record, active role in academic venues



Coding, Compression and Security

U CCSG GICi e
Combinatorics, Coding Group on Interactive Security of Networks and
and Security Group Coding of Images Distributed Applications

* Combinatorics, Coding and Security Group
* Group on Interactive Coding of Images
» Security of Network and Distributed Applications

https://deic-web.uab.cat/recerca.php


https://deic-web.uab.cat/recerca.php

Combinatorics, Coding and Security

Study, construction and classification of nonlinear families of optimal codes for
the detection and correction of errors in digital transmission systems and data
storage by using both combinatorial and algebraic techniques.

Optimal codes, Distributed storage

Codes over rings, Locally Repairable Codes,

Network coding, Quantum codes,

Steganography and hiding Code-based post-quantum
Information cryptography



Group on Interactive Coding of

Images
Research lines: Topics of interest:
- Data compression - Remote sensing
- Data transmission - Earth Observation
- Data sharing - Big data
- Data storage - Internet-Of-Things
- Data archiving - Machine Learning




UAB-DEIC-GICI
Experience & Proﬁciency: Examples of previous participation in funded projects.

1. WhiteDwarf 2.0 Maintenance of Compression Implementations
Reference: European Space Agency (ESA) Contract No. 4000133664/20/NL/AS. January 2021 - December 2021

2. Framework para la evaluacion de la calidad de imdgenes para segmentacion y clasificacion con

algoritmos de deep learning
Ministerio de Ciencia e Innovacion, Satellogic Solutions SL, Fundacié EURECAT, RTC2019-007434-7. July 2020 - December 2022

3. Robust Compression of Fixed Length Housekeeping Data // Raw SAR Compression

Consultative Committee for Space Data Systems.
Centre National d'Etudes Spatiales (CNES), French Space Agency. Multi-Hyperspectral Data Compression Working Group, with
participation from ESA. July 2020 - December 2021.

4. High-Speed Integrated Satellite Data Systems For Leading EU IndustrY (Hi-SIDE)
European Commission H2020, Leit Space,776151. January 2018 - July 2022.

5. Multicomponent remote-sensing data compression
Centre National d'Etudes Spatiales (CNES), French Space Agency. September 2011 - June 2020.

6. Multidimensional Image Coding. Applications to Remote Sensing and Telemedicine (MIC-RS-TM)
European Union Framework Program VII, People Marie Curie Actions, FP7-PEOPLE-2009-1IF, FP7-250420. July 2010 - January 2012.



Security of Networks and Distributed
Applications

* Opportunistic Networks
- Routing, security, VANETSs, network privacy, ...

* Bitcoin and cryptocurrencies
- Blockchain, lightning networks, privacy, ...

* Privacy in user/data analysis and publication

- Privacy-preserving data publication, privacy in
machine learning, ...



Security expertise/interest

* Blockchain technology

- High technical knowledge

- Bitcoin, Lightning Network (Layer 2)
* Network security

— Opportunistic networks

* Data Privacy

- Machine learning and privacy, data mining, differential
privacy, k-anonymity, ...



DEIC - Contact
http://deic.uab.cat

e Guillermo Navarro-Arribas guillermo.navarro@uab.cat

* DEIC Manager:
- Joan Serra Sagrista joan.serra@uab.cat


http://deic.uab.cat/
mailto:guillermo.navarro@uab.cat
mailto:joan.serra@uab.cat
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